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PREFACE

This document describes in detail, the task of installingRhevaPhoenixproduct and managing all
its components.

Chapter 1 explains in brief, tighoenixproduct and its features. Chapter 2 to 5 explaistalling and
administrating Phoenix Server on supported platforms. Following it, chapters 6 to 8 explain
configuring and managing tiféhoenixclient. And then towards the end of the document chapters 9
and 10 takes you through troubleshooting and gettsupport for product.

INTENDEDAUDIENCE

This document is meant for system administrators aDduva Phoenix Server Management
operations staff. This document assumes that the readers have the following skills depending on
your target platform:

Windows® Awhinistration skills
OR

Linux Administration skills

TyrPoGRAPHIEONVENtions Used

The following typographic conventions are used in this document:

Blue text URLs and emails

Bold Strong/EmphasisGUI Options

Filename Filenames/ User input
GETTINGHELP

For technical assistance or license renewal please send an ersapport@ ruvacom

If you have signed up for Gold or Platinum support, please logirhitio/support. Druvacom/

WEWELCOMEYOURFEEDBACK

We value your feedback. Kindly send your comments on the contents of this document to
docs@ruvacom Include the title and page number of the document and the chapter and section
titles of the reported text.
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1 Introduction

DruvaPhoenixis an enterprise class product for ndrsruptive diskto-disk backup for local and
remote servers. It features simple backup, peimtime restores and patenpending deduplication
technology to offer unmatched backup performance.

With Phoenix you canrgatly reduce the risks and costs of data loss and minimize recovery time for
distributed servers. It uses advanced source based global data deduplication and WAN optimization
to make optimal use of available resources and deliver up to 90% savings imitidmand storage.

S

DruvaPhoenix has two components /

! i
1. DruvaPhoenix Backup Server i @ E
LY S E

2. DruvaPhoenix Backup Client

DruvaPhoenix Enterprise Backup Server is installed on a
central server reachable by all the backup clients over §
LAN, VPN or WAN.Druva Phoenix backup client is
installed on all production servers within an enterprises conection
Both the components are amazingly easy to set up.

The Phoenix backup client integrates witlVindows
Volume Shadowservice and uses filgystem snapshots
for backup. For edrcfile, the backup client checks

1. If the file or the part of the file is already backed
up with the server

2. If not (content is unique), it performs a block level
backup.

3. The transmitted data is always encrypted and compressed over the network.

6| Page
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DruvaPhoenix is extremely versatile and easy to use. Some of the key product highlights are as
follows:

Data deduplicationg Saves 80% backup time, bandwidth and storage.
Continuous Data Protectioq Never lose a file. EveFimeline basedyom the past restores.
WAN Optimizationg Automatically optimizes backup for weaker networks.

Secureg Secureglient triggered backups. Network and storage encrypted.

a > w N e

Full Server Backup Backup completeserverwith operating system, application, data and
settings. Restore using a bootable banetal restore disk.

Search Based RestoresSearch your files in restore for faster recovery

Bare Metal Restoreq Backup full server and restore using bootable bare metal restore
media.

The other key features of Phoenix are as follows:
1. Usability
a. Easyautomated installation and transparent némtrusive backups.

b. Intuitive graphical interfaceo manage and monitor kikup policies, either over the
corporate network or over the WAN.

c. Microsoft Volume Shadow Copy Integrates with Microsoft volume shadow service
to take consistent backup for open or locked files.

2. WAN Optimization
a. Powerful built inWAN optimizationand barmwidth scheduler.
b. Advanced Compression
3. Administration
a. Manage storage capacitgnd user quota.
b. Live server healttand user backup statistics.

c. Configurable trigger based reportingrchitecture, enables queries for relevant
information.

d. Email notificationsfor detailed reports.

7| Page
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2 Installation of Druva Phoenix Server

2.1 Installation Prerequisites
The following are the installation prerequisites finoenixServerg
1. Operating system
a) Microsoft Windows 2003 Server OR Windows 2008 Server OR
2. Disk Space
a) Installationg 80 MB.
b) User backup datg Please choose a dedicated volume to keep backup data.
3. CPLl At least 1.7 GHdual core machines.
Physical Memory At least 2 GB.
Network Card; 10/100 MBps Fast Ethernet adapter.

8| Page
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InstallingDruvaPhoenixServer

2.2 Installation on M icrosoft Windows

Before starting the installation, ensure that you have downloaded Ervava Phoenixinstallers
6 RhoenixServerinstallver-1.2-NE & T @ Y ah#pé/ vwwWEDNB aCom/ .

To start the installation, double click on the installer file.

¢KS Ayaidl f{ S&tuppDiapbeanix daBlIAEENE asshown.

1. The Next button takes you to the [l Bruvaa Phoenix Server 1252 oS
EULA agreement.

Welcome to the Druvaa Phoenix Server

’ 1.2 Setup Wizard

2. Once you accept the agreement, the
next operation is to designate the
location for the Druva Phoenix
Server.

The Setup Wizard will install Druvaa Phoenix Server 1.2 on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.

You carbrowseor enter a directory
for installing the Druva Phoenix
server.

3. Setup creates the program shortcu|
in the default start menu folde
éDruvaPhoeni{ S NI S NE @

Back Next ] [ Cancel

4. The additional task lets you decide whether to have the desktop icon or quick launch icon.

I’,,, Druvaa Phoenix Se ve ﬁ?’*

5. Next takes you to the installation| Ready to install Druvaa Phoenix Server 1.2
screen. It tells you the status of task|
performed till now regarding

Iocations and adViseS the readines Click Install to begin the installation. Click Back to review or change any of your
fOf in staII ati on installation settings. Click Cancel to exit the wizard.

6. Starting the installation, shows the
status and theFinish screen shows
successful installation.

~

St é(f)h]y' ma:d{nblete Back ][ @ Install ] [ Cancel

9| Page
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2.3 Configuring the Installation on Microsoft Windows

DruvaPhoenixserveruses PostgreSQL database to manage configuration and storage. Successful
installation automatically launches the wizard to install and configure thebdeia

-
@) Phoenix Server Initial Conf

@ Phoenix Server Configuration Database

2| R

Next>> || Fnsh |

t NBaa abSEGE G2 O2yiAaydzS (G2 ySEG aONBSy FyR LN
details. Please choose any password to match your system or domain password management policy.

Completed Initial Configuration

Your Phoenix server is configured and ready for first backup!

Please follow these 5 simple steps to configure backups using Phoenix Web GUI.
Tasks Estimated time

Provide SMTP server details 1 min
Configure network for backup 1 min
Create backup storage 2-3 min
Register backup dients 2-3 min
Configure backup sets 1-2 min

Click Finish to launch Phoenix Server Web GUI.

| Next>> ‘[ Finish ]

~+
Z
QX

BaaAy3d abSEGE | dzi2 Yl A QyrdSQRdatabyisa i t £ &4 YR O2y FA
t NBaa GCAYyAaAKE G2 O2YLPHSahiSereymatagemént consdey | YR £ | dzy

10| Page
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3 Managing Druva Phoenix Server

The server management console is accessible @shaveb interface. Taccess the same, please
open the followindJRL in any compatible web browser

http://<IP Address of Config Server>:8080/

Followis the list of compatible web browsecs
1. Mozilla Firefox 3.0+ (Preferred browser)
2. Google Chrome 3.0+
3. Inter Explorer 7.0+

For simplicity, the server configurationsiglit into four parts.
i) Settings License, emails, network
ii) Configurationg Storage user profiles and users
iii) Managec storage and users
iv) Dashboard; Dashboard, statistics and status

v) Help ¢ Quick setup guide, Admin Guide

To start the administrator should perform the following functions categorized under settings:
1. License Management
2. Email/SMTP Settings
3. Network Settings

11| Page
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3.1.1 Managing License
Clicking orét [ A O $h¢ideBat shows configuration window as shown betow

Dashboard

Existing License

Found a valid license.

License

Product version : 1.0 beta r547
Email License for server Id : w68cb9af6
Network Number of clients : 10

Configuration Storage limit : Unlimited
Valid till - 12/04/09
License type : Evaluation

Storage

Backup Clients

Restore Server Id

Active Tasks

This is the server Id : w68cb9af6
Reports

Quick Setup Guide

Administrator Guide

Load license

Install a license key file received from Druvaa Support

Browse

3.1.1.1 License Validity
¢tKS G9EA&GAY3T [ A0OSyasSé Fserefidzaid séopeblisenséd @nbdrldi2 R dzO (i
clients and expiry time). In case of any discrepancy please wrigigport@Druvacom An emalil

alert will be sent to the email address configured, notifying the administrator of the upcoming
license expiry.

DruvaPhoenixserver comes with a default license ftd backupclients and 30 days usage. This is to
help customers evaluate the product befgoarchasing it.

NOTEOn expiry of the license, synchronization will stop but data restoration will still be allowed.

3.1.1.2 Getting a New License
To get a new license,

1. Send an email tsupport@ruvacommentioningServerid of the server.

2. Save the new license obtained and
| £ A Olpstalyjcengé odziG2y G2 OK22a$8S GKS ySg ftA0OSyasS Faf

The dialog should now show your new license validity and constraints

12| Page
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3.1.2 Email Settings

Phoenix backup server sends reports, importanttaland notifications through email3o configure
SYI Afa LX SI Bnkil S2fiig©ORf 60 Y K&KSakK20y

SEEHETRGE Email Server Settings

SMTP server : smto.amail.com

X
Email Server Settings
SMTP server :  smtp.druvaa.com
Storage s
SMTP port : |25

Backup Client 9
_ SMTP username -  support@druvaa.com

Restore

Aekive Tasks SMTP password :  ssreeeenen

Reports .
i Administrator email - carlos@druvaa.com

Quick Setup Guide Use secure connection - [¥]

Administrator Guide

Products Support Forum Knowledge Base Privacy Policy

3.1.2.1 SMTP Server Settings
To configure SMTP server, complete the following details in the dialog
1. SMTP Server name or IP address &p Druvacom)
2. SMTP Port (e.g. 25 for SMTP or 587 for ESMTP/ SMTPS)
3. SMTP user name, if SMTP server needs authentication, else keep blank.
SMTP user password, if SMTP server needs authentication, else keep blank.
4. Use Secure Connection, If SMTP server uses SSL/TLS
5. Administrators email address, where notifications will be sent.

PresgOKto complete the operation

13| Page
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I £ A O1 Nefulbrké2 yA y& G KS & A meSvork sbtfings K@eérias shé&low. This allows
you to choose the port and published IP addresses

Phoenix Network Settings
Synchronization port 6050

Published IP Addresses
[192.1568.9.90 60508
:

Add IP address
IP address 202 ./141|. 81 1
TCP port number 6050

Add Senver P

DruvaPhoenix is designed and engineered to meet enterprise security requirements. All backup and
restore requests are initiated by the Phoenix client over a secure 256 bit encrg@kdhannel. In
no case will the server initiate backups or other outbound network requests.

To simply network configuration especially for remote serveak, network connections are
established and kept alive/opened by the backup client8he backup sesr starts the backup
request on the preopened socket. This ensures that the backup server only needsvapeort
opened and can easily reach out to clients hidden behind firewalls.

In presence of multiple network interfaces (for LAN/WAN) or a firewladl,Rhoenix Server may be
reachable by the Phoenix backup clients on different network addresses (IP address Hiport).
administrator needs to add one or more network addresses which will be visible to the Phoenix
client.

3.2.1.1 Configuring TCP Port

The first seép towards configuring the network connection is setting the default port to listen for
tbackug NBIljdzSada FTNRBY Of ASylad ¢orR50an®R&T bedtiatgeditd? NI dza
any valid port number.

Note: The server opens and listens to secure TCP traffic on the configured port.

3.2.1.2 Configuring Network Addresses

,2dz Oy FRR Iy Lt I RRNB®SkrveidlP AddresS of dkiaiiz yod® ¢&iAAAO {6AA)
the IP address entry window where you can sfyec

1. IP addresg The IP addresused by the connecting client to reach the server.
2. Port number ¢ Theport number will be used by the connecting client to reach the server.

This information will be passed to connecting clients using Phoenix client &esy(fipk file) as
explained later in chapterdackup Client Management® ¢ KS t Kw&illuy o Eonredt to S y {
the IP address in the given order

14| Page
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3.2.1.3 Settings for Firewall

DruvaPhoenix server communicates using raw SSL/TCP protocol over configueedt @@50) port.
To simply network configuration especially for remote serveak, network connections are
established and kept alive/opened by the backup clientShe backup serveissues the backup
request on the preopened socket. This ensures thatetivackup server only needs omay port
opened and can easily reach out to clients hidden behind firewalls.

The settings in firewall should allounidirectional (one way traffic)¥ N2 AN¥a (2 O2y FA 3dzN
(default 660) port on the PhoenixServer..

192.168.15.1 : 6061

202.141.81.84 : 8000

The firewall allows the access to
Phoenix Backup Server using a

Local servers and connect to Phoenix Public IP address

backup server using LAN (192.168,15.4)

192.168.15.5:6061 |
and WAN (192.168.15.1) -

Druvaa Phoenix Server Firewall

IP Address configuration of
Phoenix Server

The following should be the different IP
addresses in the configuration of Druvaa
Phoenix Server -

192.168.15.1 : 6061

192.168.15.4 : 6061

202.141.81.84 : 8000

192.168.15.4 : 6061

The firewalled port and IP address should be addedPhoenixserver configuration, so that the
server can pass on the same information to clients using the key file.

NOTE:If you are configuring?hoenixserver onMicrosoft Windows 2008vith default firewdl
running, please add a rule to allow incoming connections to the configured port.

15| Page
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3.3 Configuration

The functions which the administrator performs more frequently for configuration and management
2F GKS AyadlfttlriaAazy | NB @sefuScHoANICldE R dzy RSNJ a O2y T A

1. Configuring Storage
2. Configure Backup Clients
3. Setup Backup Sets and Schedules

3.3.1 Configure Storage

/I tAO0O1TAY3 2y a{ (2N} 3S¢ dzy RSNJ O2y FAIdzNI GA2Y AY &AF
below. This dialog helps you managjerage capacity for the server.

Dashboard Storage List

0
2 Create New Storage
License
Email —

Current Usage =
Network

No records found.

Configuration

Storage

Backup Clients

Restore
Active Tasks

Reports

Quick Setup Guide

Administrator Guide

3.3.1.1 Create New Storage

T2 LINRPGAAAZ2Y | yS¢ adG§2NIr3IS F2NJ RFGF oF O1dzLJz LINBa
a newEncrypted Single Instancedse (SIS)which stores only unique data from different backup

clients. Thedata is broken in to small chunks, compressed and encrypted (AES 256 bits) before it is
stored. This makes the store very secure.

The add storage dialog shows the following self explanatory opgons
1. Storage Name (unigue)

Base Folder to be used fetoring data

Optional Database older used for storing data

Maximum Space to be reserved

o M DN

Notification limit

16| Page
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The encrypted SIS store uses the PostgreSQL database to store the metadata and takes an additional
optional option-& { L{ R (I orhisp&h dictatesRvEdxe pdstgres should store metadata
relating to this store.

For better performance this should be on a different volume than the data folder.

Note: The space on disk is not reserved up front by Bfeenixserver. It is consumed as the usage
increases.

Note: On the Windows platform, Single Instance Storages can only be created on volumes formatted
as NTFS.

3.3.1.2 Edit Storage

The edit storage dialog allows the administrator to change the storage disk usage @fichiian
limits. Lowering the maximum disk usage limit less than the current usage will stop the backup over
that storage, but will not delete any existing data.

3.3.1.3 Delete Storage

Delete storage option deletes any existing storage except the default $dgase note that all the
users configured on the storage must be deleted before the store can be removed, otherwise the
delete operation would fail.
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