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LEGAL NOTICES 

Copyright © 2007-2008 by Druva Software Pvt. Ltd.  

Distribution of substantively modified versions of this document is prohibited without the explicit 
permission of the copyright holder. Distribution of the work or derivative of the work in any 
standard paper book form for a commercial purpose is prohibited unless prior permission is 
obtained from the copyright holder. 

 

 
TRADEMARKS 

Windows® is a U.S. registered trademark of Microsoft Corporation. 

Linux is a U.S. registered trademark of Linus Torvalds. 

Red Hat® Enterprise Linux® is a registered trademark of Red Hat Inc. 

All other trademarks referenced herein are the property of their respective owners. 

 

 

DISCLAIMER 

The information contained in this document is subject to change without notice. Druva Software Pvt. 
Ltd. shall not be liable for errors contained in this document for any damages in connection with this 
document.  
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PREFACE 

This document describes in detail, the task of installing the Druva Phoenix product and managing all 
its components.  

Chapter 1 explains in brief, the Phoenix product and its features. Chapter 2 to 5 explain installing and 
administrating Phoenix Server on supported platforms. Following it, chapters 6 to 8 explain 
configuring and managing the Phoenix client. And then towards the end of the document chapters 9 
and 10 takes you through troubleshooting and getting support for product. 

INTENDED AUDIENCE 

This document is meant for system administrators and Druva Phoenix Server Management 
operations staff.  This document assumes that the readers have the following skills depending on 
your target platform:  

Windows® Administration skills 

 OR 

Linux Administration skills 

TYPOGRAPHIC Conventions Used  

The following typographic conventions are used in this document: 

Symbol Meaning 

Blue text   URLs and emails 

Bold    Strong/Emphasis/ GUI Options 

Filename   Filenames/ User input 

 

GETTING HELP 

For technical assistance or license renewal please send an email to support@Druva.com  

If you have signed up for Gold or Platinum support, please login into http://support.Druva.com/ 

WE WELCOME YOUR FEEDBACK 

We value your feedback. Kindly send your comments on the contents of this document to 
docs@Druva.com. Include the title and page number of the document and the chapter and section 
titles of the reported text. 

http://www.druvaa.com/
mailto:support@druvaa.com
http://support.druvaa.com/
mailto:docs@druvaa.com
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1 Introduction  
Druva Phoenix is an enterprise class product for non-disruptive disk-to-disk backup for local and 
remote servers. It features simple backup, point-in-time restores and patent-pending deduplication 
technology to offer unmatched backup performance. 

With Phoenix you can greatly reduce the risks and costs of data loss and minimize recovery time for 
distributed servers. It uses advanced source based global data deduplication and WAN optimization 
to make optimal use of available resources and deliver up to 90% savings in bandwidth and storage. 

 

Druva Phoenix has two components ς  

1. Druva Phoenix Backup Server 

2. Druva Phoenix Backup Client 

 

Druva Phoenix Enterprise Backup Server is installed on a 
central server reachable by all the backup clients over 
LAN, VPN or WAN.  Druva Phoenix backup client is 
installed on all production servers within an enterprise. 
Both the components are amazingly easy to set up. 

 

The Phoenix backup client integrates with Windows 
Volume Shadow service and uses file-system snapshots 
for backup. For each file, the backup client checks - 

1. If the file or the part of the file is already backed 
up with the server 

2. If not (content is unique), it performs a block level 
backup. 

3. The transmitted data is always encrypted and compressed over the network.  
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1.1 Druva  Phoenix  Features 

Druva Phoenix is extremely versatile and easy to use. Some of the key product highlights are as 
follows: 

1. Data deduplication ς Saves 80% backup time, bandwidth and storage. 

2. Continuous Data Protection ς Never lose a file. Ever. Timeline based, from the past restores. 

3. WAN Optimization ς Automatically optimizes backup for weaker networks. 

4. Secure ς Secure, client triggered backups. Network and storage encrypted. 

5. Full Server Backup ς Backup complete server with operating system, application, data and 
settings. Restore using a bootable bare-metal restore disk. 

6. Search Based Restores ς Search your files in restore for faster recovery 

7. Bare Metal Restore ς Backup full server and restore using bootable bare metal restore 
media. 

 

The other key features of Phoenix are as follows: 

1. Usability 

a. Easy, automated installation and transparent non-intrusive backups. 

b. Intuitive graphical interface to manage and monitor backup policies, either over the 
corporate network or over the WAN. 

c. Microsoft Volume Shadow Copy ς Integrates with Microsoft volume shadow service 
to take consistent backup for open or locked files. 

2. WAN Optimization 

a. Powerful built in WAN optimization and bandwidth scheduler. 

b. Advanced Compression 

3. Administration 

a. Manage storage capacity and user quota. 

b. Live server health and user backup statistics. 

c. Configurable trigger based reporting architecture, enables queries for relevant 
information. 

d. Email notifications for detailed reports. 
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2 Installation of Druva  Phoenix  Server 

2.1 Installation Prerequisites  

The following are the installation prerequisites for Phoenix Server ς  

1. Operating system 

a) Microsoft Windows 2003 Server OR Windows 2008 Server OR 

2. Disk Space 

a) Installation ς 80 MB. 

b) User backup data ς Please choose a dedicated volume to keep backup data. 

3. CPU ς At least 1.7 GHz dual core machines. 

4. Physical Memory ς At least 2 GB. 

5. Network Card ς 10/100 MBps Fast Ethernet adapter.
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Installing Druva Phoenix Server 

2.2 Installation on M icrosoft Windows  

Before starting the installation, ensure that you have downloaded the Druva Phoenix installers 
όάPhoenix-Server-Install-ver-1.2-ǊȄȅȊΦƳǎƛέύ ŦǊƻƳ http:/ /www.Druva.com/ . 

To start the installation, double click on the installer file. 

 

¢ƘŜ ƛƴǎǘŀƭƭŜǊ ōǊƛƴƎǎ ǳǇ ǘƘŜ άSetup ς Druva Phoenix {ŜǊǾŜǊέ screen as shown. 

1. The Next button takes you to the 
EULA agreement.  

 

2. Once you accept the agreement, the 
next operation is to designate the 
location for the Druva Phoenix 
Server.  

You can browse or enter a directory 
for installing the Druva Phoenix 
server. 

 

3. Setup creates the program shortcut 
in the default start menu folder 
άDruva Phoenix {ŜǊǾŜǊέΦ 

 

4. The additional task lets you decide whether to have the desktop icon or quick launch icon. 

 

 

5. Next takes you to the installation 
screen. It tells you the status of tasks 
performed till now regarding 
locations and advises the readiness 
for installation. 

 

6. Starting the installation, shows the 
status and the Finish screen shows 
successful installation. 

 

 

7. SŜƭŜŎǘ άCƛƴƛǎƘέ to complete. 

  

http://www.druvaa.com/
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2.3 Configuring the Installation on Microsoft Windows  

Druva Phoenix server uses PostgreSQL database to manage configuration and storage. Successful 
installation automatically launches the wizard to install and configure the database. 

 

tǊŜǎǎ άbŜȄǘέ ǘƻ ŎƻƴǘƛƴǳŜ ǘƻ ƴŜȄǘ ǎŎǊŜŜƴ ŀƴŘ ǇǊƻǾƛŘŜ tƻǎǘƎǊŜ{v[ ǎŜǊǾŜǊ ŀƴŘ ŘŀǘŀōŀǎŜ ŀŎŎƻǳƴǘ 
details. Please choose any password to match your system or domain password management policy. 

 

tǊŜǎǎƛƴƎ άbŜȄǘέ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛƴǎǘŀƭƭǎ ŀƴŘ ŎƻƴŦƛƎǳǊŜǎ ǘƘŜ tƻǎtgreSQL database.  

tǊŜǎǎ άCƛƴƛǎƘέ ǘƻ ŎƻƳǇƭŜǘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ŀƴŘ ƭŀǳƴŎƘ ǘƘŜ Phoenix server management console.  
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3 Managing Druva  Phoenix  Server 
The server management console is accessible as a rich web interface. To access the same, please 
open the following URL in any compatible web browser ς 

http://<IP Address of Config Server>:8080/ 

 

Follow is the list of compatible web browsers ς 

1. Mozilla Firefox 3.0+  (Preferred browser) 

2. Google Chrome 3.0+ 

3. Inter Explorer 7.0+ 

 

For simplicity, the server configuration is split into four parts. 

i) Settings - License, emails, network 

ii) Configuration ς Storage, user profiles and users 

iii) Manage ς storage and users 

iv) Dashboard ς Dashboard, statistics and status 

v) Help  ς Quick setup guide, Admin Guide 

 

 

 

 

3.1 Settings 

To start the administrator should perform the following functions categorized under settings:  

1. License Management 

2. Email/SMTP Settings 

3. Network Settings 
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3.1.1 Managing License 

Clicking on ά[ƛŎŜƴǎŜέ in sidebar shows configuration window as shown below ς 

 

 

3.1.1.1 License Validity 

¢ƘŜ ά9ȄƛǎǘƛƴƎ [ƛŎŜƴǎŜέ ŘƛŀƭƻƎ ǎƘƻǿǎ ǘƘŜ ǇǊƻŘǳŎǘ ǾŜǊǎƛƻƴΣ Server id and scope of license (number of 
clients and expiry time). In case of any discrepancy please write to support@Druva.com. An email 
alert will be sent to the email address configured, notifying the administrator of the upcoming 
license expiry. 

Druva Phoenix server comes with a default license for 10 backup clients and 30 days usage. This is to 
help customers evaluate the product before purchasing it. 

NOTE: On expiry of the license, synchronization will stop but data restoration will still be allowed. 

3.1.1.2 Getting a New License 

To get a new license,  

1. Send an email to support@Druva.com mentioning Server id of the server.  

2. Save the new license obtained and  

/ƭƛŎƪ ƻƴ άInstall Licenseέ ōǳǘǘƻƴ ǘƻ ŎƘƻƻǎŜ ǘƘŜ ƴŜǿ ƭƛŎŜƴǎŜ ŦƛƭŜΦ 

The dialog should now show your new license validity and constraints  

mailto:support@druvaa.com
mailto:support@druvaa.com
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3.1.2 Email Settings  

Phoenix backup server sends reports, important alerts and notifications through emails. To configure 
ŜƳŀƛƭǎ ǇƭŜŀǎŜ ŎƭƛŎƪ ƻƴ ǘƘŜ άEmail Settings ¢ŀōέΣ ŀǎ ǎƘƻǿƴ ς   

 

 

3.1.2.1 SMTP Server Settings  

To configure SMTP server, complete the following details in the dialog ς 

1. SMTP Server name or IP address  (e.g. smtp.Druva.com) 

2. SMTP Port (e.g. 25 for SMTP or 587 for ESMTP/ SMTPS) 

3. SMTP user name, if SMTP server needs authentication, else keep blank. 

SMTP user password, if  SMTP server needs authentication, else keep blank. 

4.  Use Secure Connection, If SMTP server uses SSL/TLS  

5. Administrators email address, where notifications will be sent. 

Press OK to complete the operation  
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3.2 Network  Configuration  

/ƭƛŎƪƛƴƎ ƻƴ άNetworkέ ƛƴ ǘƘŜ ǎƛŘŜōŀǊ ǎƘƻǿǎ ǘƘŜ network settings screen as shown below. This allows 
you to choose the port and published IP addresses - 

 

Druva Phoenix is designed and engineered to meet enterprise security requirements. All backup and 
restore requests are initiated by the Phoenix client over a secure 256 bit encrypted SSL channel. In 
no case will the server initiate backups or other outbound network requests. 

To simply network configuration especially for remote servers, all network connections are 
established and kept alive/opened by the backup clients. The backup server starts the backup 
request on the pre-opened socket. This ensures that the backup server only needs one-way port 
opened and can easily reach out to clients hidden behind firewalls. 

In presence of multiple network interfaces (for LAN/WAN) or a firewall, the Phoenix Server may be 
reachable by the Phoenix backup clients on different network addresses (IP address + port). The 
administrator needs to add one or more network addresses which will be visible to the Phoenix 
client. 

3.2.1.1 Configuring TCP Port 

The first step towards configuring the network connection is setting the default port to listen for 
άbackupέ ǊŜǉǳŜǎǘǎ ŦǊƻƳ ŎƭƛŜƴǘǎΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ǳǎŜŘ ōȅ ǘƘŜ ǎŜǊǾŜǊ ƛǎ 6050 and can be changed to 
any valid port number. 

Note: The server opens and listens to secure TCP traffic on the configured port.  

3.2.1.2 Configuring Network Addresses 

¸ƻǳ Ŏŀƴ ŀŘŘ ŀƴ Lt ŀŘŘǊŜǎǎ ǘƻ ǘƘŜ ƭƛǎǘ ōȅ ŎƭƛŎƪƛƴƎ ǘƘŜ άAdd Server IP Addressέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿƛƭƭ ǇƻǇ ǳǇ 
the IP address entry window where you can specify ς 

1. IP address ς The IP address used by the connecting client to reach the server. 

2. Port number ς The port number will be used by the connecting client to reach the server. 

This information will be passed to connecting clients using Phoenix client key files (.ipk file) as 
explained later in chapter - άBackup Client ManagementέΦ ¢ƘŜ tƘƻŜƴƛȄ /ƭƛŜƴǘ will try to connect to 
the IP address in the given order. 
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3.2.1.3 Settings for Firewall  

Druva Phoenix server communicates using raw SSL/TCP protocol over configured (default 6050) port. 
To simply network configuration especially for remote servers, all network connections are 
established and kept alive/opened by the backup clients. The backup server issues the backup 
request on the pre-opened socket. This ensures that the backup server only needs one-way port 
opened and can easily reach out to clients hidden behind firewalls. 

The settings in firewall should allow unidirectional (one way traffic) ŦǊƻƳ άANYέ ǘƻ ŎƻƴŦƛƎǳǊŜŘ 
(default 6050) port on the Phoenix Server.. 

 

 

 

 

The firewalled port and IP address should be added to Phoenix server configuration, so that the 
server can pass on the same information to clients using the key file. 

NOTE: If you are configuring Phoenix server on Microsoft Windows 2008 with default firewall 
running, please add a rule to allow incoming connections to the configured port. 
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3.3 Configuration  

The functions which the administrator performs more frequently for configuration and management 
ƻŦ ǘƘŜ ƛƴǎǘŀƭƭŀǘƛƻƴ ŀǊŜ ŎŀǘŜƎƻǊƛȊŜŘ ǳƴŘŜǊ άŎƻƴŦƛƎǳǊŀǘƛƻƴέΦ ¢Ƙese functions include ς 

1. Configuring Storage 

2. Configure Backup Clients 

3. Setup Backup Sets and Schedules 

3.3.1 Configure Storage 

/ƭƛŎƪƛƴƎ ƻƴ ά{ǘƻǊŀƎŜέ ǳƴŘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛƴ ǎƛŘŜōŀǊ ƻǇŜƴǎ ǘƘŜ ǎǘƻǊŀƎŜ ƳŀƴŀƎŜƳŜƴǘ ŘƛŀƭƻƎ ŀǎ ǎƘƻǿƴ 
below. This dialog helps you manage storage capacity for the server. 

 

 

3.3.1.1 Create New Storage 

Tƻ ǇǊƻǾƛǎƛƻƴ ŀ ƴŜǿ ǎǘƻǊŀƎŜ ŦƻǊ Řŀǘŀ ōŀŎƪǳǇΣ ǇǊŜǎǎ ǘƘŜ ά/ǊŜŀǘŜ bŜǿ {ǘƻǊŀƎŜέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǇǊƻǾƛǎƛƻƴǎ 
a new Encrypted Single Instance Store (SIS) which stores only unique data from different backup 
clients. The data is broken in to small chunks, compressed and encrypted (AES 256 bits) before it is 
stored. This makes the store very secure. 

The add storage dialog shows the following self explanatory options ς 

1. Storage Name (unique) 

2. Base Folder to be used for storing data 

3. Optional Database older used for storing data 

4. Maximum Space to be reserved 

5. Notification limit 
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The encrypted SIS store uses the PostgreSQL database to store the metadata and takes an additional 
optional option - ά{L{ ŘŀǘŀōŀǎŜ ŦƻƭŘŜǊέΦ This path dictates where postgres should store metadata 
relating to this store. 

 For better performance this should be on a different volume than the data folder. 

Note:  The space on disk is not reserved up front by the Phoenix server. It is consumed as the usage 
increases.  

Note: On the Windows platform, Single Instance Storages can only be created on volumes formatted 
as NTFS. 

3.3.1.2 Edit Storage 

The edit storage dialog allows the administrator to change the storage disk usage and notification 
limits. Lowering the maximum disk usage limit less than the current usage will stop the backup over 
that storage, but will not delete any existing data. 

3.3.1.3 Delete Storage 

Delete storage option deletes any existing storage except the default store. Please note that all the 
users configured on the storage must be deleted before the store can be removed, otherwise the 
delete operation would fail. 

 












































