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Introduction

Of the over 200 million employees who work remotely-- i.e. they are not at their desk while accessing emails,
sending work updates or editing financial sheets --over 70% of this workforce never plans a backup either
before or, while away from the office. And with corporate data doubling every 18 months, the threat to
enterprise IT has never been greater. This whitepaper discusses the key concerns in remote-backup (like
bandwidth and network access) and the shortcomings in existing solutions which makes employees avoid
backups. It concludes with a brief discussion of how Druva inSync with its client triggered backup architecture
and unique data de-duplication approach, solves the data backup and security issues for the mobile enterprise.
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I Some Facts to Consider

Some facts! e surrounding remote corporate laptop backups ¢
U Corporate Data loss and leakage is rising 260% annually
U Nearly38% of all corporatedataNB A A RS & 2y dzZaSNEQ t/a |yR y28KSNB
U 17% of these laptops lose data that cannot be recovered
U Only 35% of enterprises have a laptop backup solution to protect their laptops
U About 200 million employees work remotely, i.e. they are not at their desk while accessing emails,
U Over 70% of mobile employees never plans a backup either before or during travel
U Over 600,000 notebooks lost at US airports alone

Why Are Remote Laptop Backups So Painful?

The shift from PC to laptop has significantly increased mobility, and in the process has amplified the security
implications. Important considerations and requirements for servicing this market include:

1. Bandwidth and Storage requirements
2. Network access to backup server
3. Security

I Bandwidth and Storage Requirements
Statistics show that i 2 R & Q &busin€dsPtliasAdut 10GB of critical corporate data, a dramatic increase
from the modest 500MB in 2000. At the same time, the bandwidth available to these users K I & kéf®ghce.
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Almost 80% of this data is in the form of archived emails. The rate of addition/change of data is about 1% but
the actual differential change doubles to about 2% because of the email archival formats used by most email
clients (like Microsoft Outlook) which make a horde of post-processing and index changes on archived data.

Transferring this differential data (160 MB) over a WAN connection can be a problem especially when the
user wants to spend that limited time accessing and answering new emails.

The ever-increasing storage and bandwidth requirement makes corporate PC backups practically very
challenging.
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Total Storage & Bandwidth Needed By Traditional Software To Backup
1000 Users
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Simple calculation demonstrates that about 30 TB of storage would be needed to backup 1000 corporate
users using any traditional software.

I Network Access

While traveling, users often can not access enterprise LAN or VPN, which restricts their access to the

2NBIF YAT FGA2y Q& &dSOdz2NB NB&az2dz2NOSad 2 KAt S hageaNidtia y3 23S0
(publically visible) IP address, making A i A YLJ2aadAofS F2NJ 4KS oF Ol dzLJ a SNIBSNJ
backup.

I Security

Working on the WAN, un-encrypted data backup/restore can expose corporate information, making it
vulnerable to eavesdropping or stealing.
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Limitations of Existing Solutions

Most of the existing solutions are derived from legacy tape backup or network backup solutions for the
mainframes. This inheritance imposes three major design limitations -

1. Server -triggered backup
2. Dependence of low-latency, high bandwidth network
3. No focus on laptops or mobile, remote users

I Server Triggered Backup

When mobility was not a major factor, network backups were driven by a central backup server. The legacy
continues even today, with most network-based PC backup systems still server triggered (the backup server
initiates the backup and restore requests). The architecture imposes three limitations:

1. Security ¢ When the user is traveling, the server initiates and sends network requests outside the
corporate network. Unlike a web or email server, this is a special case and needs more attention.

2. Access t o qThe®Cmuss ke visible to tReGerver on a published IP address. This becomes
a problem when the user is traveling and connected through WAN/Internet.

3. Solution scalability ¢ A majority of the work is performed by the client; as the enterprise grows,
server scalability becomes a bottleneck.

I Dependence on Low Latency, High Bandwidth Network

Thanks to the tape-backup legacy, most network backup systems today use same old R-Sync style checksum
algorithms for incremental backups. And because of of the large number of network interactions required in
these algorithms, the backup systems work better on low-latency networks for less network turn-around time
and faster execution.

I Lack of focus for laptops or mobile/remote users

Enterprises that recently migrated to the laptop from the desktop and those having a large number of road
warriors or branch office users with unprotected data K @S F2dzy R (G KI GKSNB Q&
protection plan available that truly meets their needs. They require a solution that accommodates unique
elements of the laptop:

No standard scheduled backup time
No constant, reliable network connection
A simple and silent backup which works quietly in the background

el S o

A simple and fast self-service restore
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Druva inSync — Backup for Remote Workforce

Druva inSync is an automated enterprise laptop backup solution that protects corporate data while in office or
on-the-move. It features simple backup, point-in-time restore, and patent-pending de-duplication technology
to make backups much faster.

I Architecture — Client Triggered Secure Backups
Druva inSync architecture has two
components ¢ inSync Backup Server

. . YPN Connecti ( 3 Ethernet
1. inSyncclient — "1 g—
ingyne Cliert ingync Client
2. inSync enterprise server (& ¥y A C’ ] g' '
'g - 'g v —_—.
4 &

Druva inSync client is a host based agent

gKAOK 3ISGa Ayadlf €S

equipped with sufficient backup intelligence

to initiate and accomplish backup ‘
Configuring a client is a simple 5-step effort

Wieak Internet Cannection

that can be completed within minutes of tabile Workforce

installation. The client triggered backup
architecture enables high levels of scalability and security.

Druva inSync Enterprise Server is a software service that runs on a dedicated sever and can scale to serve
terabytes of enterprise data. The server accepts backup and restore requests on published IP addresses.

The server offers intelligent user and storage capacity management that enable the administrator to create
and control centralized backup policies. Advanced reporting offers various alerts, server health and user
statistics, making the task of managing remote users much simpler.

I Military Grade Security

The network communication between the client and server is always encrypted using 256-bit SSL encryption,
(the same standard used by banks for online wire transactions). The data is stored on the server using strong
256-AES encryption. End-to-end encryption ensures highest standards of data safety.

I Application-Aware Data Deduplication
Within any enterprise, proliferation and preservation of many versions and copies of emails and documents
contributes to the tremendous data growth.

More than 80%of this PC data is duplicated across users, creating storage and bandwidth bottlenecks during
backup. Druva inSync unique application-aware, at-source, data deduplication technology saves only a single
copy of content duplicated across users. Using a built-in application-aware algorithm, inSync understands the
different outlook files (emails, attachments, calendar updates, etc) and backs up only the unique messages,
saving over 90% backup time with the best use of bandwidth and storage.

The following steps are followed to eradicate duplicates in backup at the source:

1. The inSync client agent continuously monitors and captures file level changes.
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2. Before performing the backup, it uses patent pending advanced file fingerprinting to check with the
server, if the file or even a part of it has already been backed up before, by any user.

3. Then, it sends only the unique content to the server.

4. The server maintains only a single copy of duplicated data and multiple references.

5. During the restore, the user sees all his files irrespective of the duplicates.

(m . (o .
- » - n

inSync Backup Server

= [

I Salient Features of D r u weduptication technology as employed in inSync
1. Global Application-Aware data deduplication ensures redundancy removal across PCs
2. New Blackbird Storage Engine is extremely light and scalable - supports 16TB storage
3. Acts at the source to remove duplicates before moving the data
4. Removes duplicates at sub-file level using application data format aware deduplication techniques

I WAN Optimization

Druva inSync client uses our new Octopus WAN Optimization Engine to automatically detect networks
(LAN/WAN/VPN) and changes in the network to calculate network latency and available bandwidth. It
intelligently chooses optimal packet size and takes a multi-threaded backup approach to make the best use of
the available bandwidth. This is specifically useful for backups over a weak WAN link.

The client can also prioritize bandwidth based on a percentage limit set by the user. Flexible scheduling runs
backups at the most convenient times making backups almost invisible.

I Search Based Restore
The inSync server records and indexes each incremental backup as a separate point-in-time data snapshot also

Ol f te§tdRe painf T2 NJ SO S NE Thd Knbbjeskithe-ling/basdd lframk-the-past restore In case of
loss of data the user can start a restore from multiple point-in-time restore points.

The inSync client also support simple textbased searchinto the restore points. The user can search for
relevant files, and see how the files have evolved with time and restore and version.
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Laptop Backup Benchmarks

The benchmark setup shows installation at four different customers from different industry verticals. All of
them were already using traditional backup software to backup users. The benchmarks demonstrate the gains
delivered by inSync.

Avg. Backup Time LAN | Avg. Backup Time VPN/WAN | Total Storage Used (TB)
24 8 90 20 60 12

Large Financial Corp. 2000

Oil and Gas company 500 10 4 N/A 9 10 1.2
Consultancy Group 300 15 6 40 8 27 2

Graphic Company 100 45 14 N/A 6 6.8 1.6

For example, if an email with 1 MB attachment is sent to 1000 users, traditional incremental backup
software would backup this 1 MB attachment from each of the 1000 different mail boxes. Druva inSync =
would backup 1 MB from the first user, and then skip all the other 999 copies as duplicates, saving over
99.9% backup time, bandwidth and storage.

Avg. Reduction in Backup Time

80

§ 60

.é gg W Traditional Backup
0 - . Druva inSync

Backup Time 100 Mbps Backup Time 1 Mbps WAN
LAN (mins) (mins)

Avg. Reduction in Storage Utilization

30
20 -
@ W Traditional Backup
10 - Druva inSync
O I 1

Server Storage (TB)

1 Source: Detailed setupandd SY OK Y+ NJ & RA&a0dzaaSR Ay a5tz Ay{eyO
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Druva inSync — Ideal for Remote Backups

Druva inSync is designed with the mobile workforcet and their laptops-- in mind. Some of the key product
highlights which make inSync ideal for on-the-move or remote backups include:

1. 10X Performance Druva inSync uses the patent-pending at-source and application-aware data de-
duplication technology to cut down duplicate data and deliver up to 10X faster backup speeds at 90%
reduction in bandwidth and storage.

2. Client-triggered Backups: Client triggered backups ensure that backup/restore requests are initiated
by the client; no requests go out from the server. This has the following benefits:
a. Users can easily backup their laptop data over WAN
b. Backup server is secure
c. Improved scalability

3. Secure: Druva inSync uses 256-byte SSL encryption for network communication and 256-bit AES
encryption for storage.

4. WAN Optimization: The inSync client dza S & I ySé WhOi2LldzaQ 21!b h LJG A
automatically sense networks, changes to the network and re-adjust backup bandwidth and packet
size. On-wire compression further ensures optimal utilization of bandwidth.

5. Browser BasedRestores: 2 KSy y2{i 2y 2y SQa& browsertoitdésSthedztiadip O y dza S
data over HTTPS.

6. Advanced Reporting: The administrator can remotely monitor user activity and help him
troubleshoot. The inSync server also offers six different reports for extensive reporting.

Some of the other important features C

1. Usability
a. Easy, automated installation and transparent non-intrusive backups.
b. Opportunistic Scheduling starts sync on availability of bandwidth.
c. Intuitive graphical interface to manage and monitor backup.
d. Locked/Open File Support for files like Outlook working files (PST files).

2. Administration

User Profiles facilitates the administrator to view/guide/con(i N2 f dza SNN&a O2y FAIdzNI (A 2
Manage storage capacity and user quota.

Live server health and user backup statistics.

Web 2.0 based management console.

Interactive dashboard for live and historical data.

Configurable trigger based reporting enables queries for relevant information.

Email notifications for detailed reports.

Noukwnek
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About Druva

Druva provides premium enterprise class solutions for data protection and disaster recovery. The products
make an intelligent use of Continuous Data Protection and Data deduplication technologies to fundamentally
change the way enterprises approach data protection.

With key technological advancements, the data protection solutions deliver up to 90% better bandwidth and
storage utilization compared to the traditional methods. This ensures faster and smoother backups especially
for remote laptops, mobile users and distant servers.

For more information please refer to the website at - www.Druva.com
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