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EndPoint Data:  
Most Critical, yet Least Protected 
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“One laptop is stolen every 53 seconds in 
the U.S. You have a 1 in 10 chance of 
having your laptop stolen this year” 

- Gartner Group 

"Laptops are always consistently the 
greatest risk in any given security 
assessment.” 

- “The Billion Dollar Lost Laptop Problem”,  
Intel, Sep 2010 



High Economic Impact 

•  $49,246  

= the cost of a lost, unprotected laptop* 
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Source:  Intel 
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What is the greatest cause of laptop theft?  As mentioned above, the theft rate was converted 
into an index and placed into one of four quartiles where 1 = lowest theft rate to 4 = highest theft 

rate.  Table 3 records the percentage of laptop theft cases according to one of three venues.  

Line Chart 2 provides a graph of these percentages according to the theft index (quartile). 
 

As can be seen, traveling laptops seem to be most vulnerable to theft. Organizations that report 
the largest number of stolen laptops have the highest percentage of laptops in transit. 

Conversely, the lowest theft rates appear to occur in the workplace.  The pattern shown in the 
chart suggests theft rates are correlated with high rates of in-transit employees, and inversely 

correlated with high rates of employees working from off-site locations such as a home office. 

 

Table 3: Theft index Quartile 1 Quartile 2 Quartile 3 Quartile 4 

In-transit 16% 31% 38% 48% 

Off-site location 58% 45% 40% 27% 

Workplace 13% 12% 11% 13% 

 
Line Chart 2: Three venues of laptop theft and theft index quartile 

`

 
 

What protections or safeguards do these lost laptops have? Bar Chart 5 shows 30 percent of 
laptops lost had disc encryption, 10 percent say they had some other anti-theft feature, and 29 

percent say the laptops lost had backup imaging feature.  Forty-six percent say the lost laptops 

contained sensitive or confidential data. 
 

Bar Chart 5: Percentage safeguards in-place the rate containing confidential data 
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Costs include: 
Replacement cost 
Detection, forensics 
data breach (80% of total costs) 
lost IP costs 
lost productivity 
legal, consulting and regulatory expenses 

 



Existing Solutions Ineffective 

• Excessive Costs to Purchase and Deploy – Most DLP solutions are out of reach in terms of 
cost to purchase, deploy, and maintain 

 

• Complexity of Deployment – It’s difficult for IT to implement centralized policies across 
many point solutions (backup, restore, encryption, data shredding, etc.) 

 

• Point solutions are at odds with end-user productivity (too heavyweight, slows 
performance, obtrusive, makes normal operations difficult, etc.) 
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“Symantec, the dominant vendor in the market, relies on its consulting partners to guide its 
deployment and selling processes. This strategy relies on selling DLP as a methodology on 
par with ERP or CRM.” 
 Andrew Jaquith, Data Leak Prevention Suites, Q4 2010 
 Forrester Research 



Druva inSync SafePoint 

• Simple, lightweight, effective data loss 
prevention solution for laptops and mobile 
devices 

 

• Seamlessly integrates with Druva InSync 

 

• Centralized, policy-based 

 

• Offers multi-layered data loss prevention 
meeting NSA security standards: 

▫ Data Encryption 

▫ Data Delete 

▫ Device Trace 
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Data Encryption 

1. Central Encryption Policy 

▫ A simple policy that automatically 
encrypts files selected for backup 

▫ Same inclusion/exclusion criteria as 
backup 

▫ Easy to administer, but powerful 

 

2. File-level encryption 

▫ Uses Encrypting File System (EFS) for 
file-level encryption on an NTFS volume 

▫ 256-bit AES algorithm for 
encryption/decryption 

 

1. User-Transparent 

▫ Completely transparent to end-users 
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Remote Data Delete 

1. Remote Decommission 

▫ Admin-initiated decommission to 
remotely wipe out data on lost/stolen 
devices 

▫ Activated through console 

▫ Completed when device comes online 

 

2. Auto Decommission 

▫ Optional, time-based triggers  

▫ inSync agent self-destructs device data 
(already securely backed up) 

 
3. Time-based Alerts 

▫ Configurable time-based triggers if 
device is not reachable on network 
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Geo-Tracking for Laptops 

1. Geo-location 

▫ Instant view of your device location 
as last seen online 

▫ IP address, street, city, 
region/state, country 

 

2. Google-maps mashup 

▫ Quick view of coordinates 

▫ Zoom in/out 

 

3. Theft Deterrent 
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Complete Enterprise EndPoint Protection 

• 1-stop shop for simple, lightweight, effective 
endpoint data protection: 
▫ Automated Backup   

▫ Instant Restore   

▫ Data loss prevention  

▫ Data encryption   

▫ Device Trace   

▫ Remote/Auto Data Delete  
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